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To ensure the reliability and security of the North 
American Bulk Power System (BPS)
• Develop and enforce reliability standards
• Assess current and future reliability issues
• Analyze system events and recommend improved 

practices
• Critical Infrastructure Protection
• Education, training and awareness
• Accountable as Electric Reliability Organization (ERO) to 

regulatory bodies in the United States (FERC) and Canada 
(Canada Energy Regulator and provincial governments) 

NERC’s Mission
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1965: Northeast blackout
1968: National Electric Reliability Council (NERC) established by

the electric industry
1996: August 10th WSCC blackout; worst in the West
2002: NERC operating policy and planning standards become

mandatory and enforceable in Ontario, Canada
2003: August 14th blackout; worst to date
2005: EPAct Section 215 Federal Power Act creates the Electric Reliability Organization (ERO)
2006: Federal Energy Regulatory Commission (FERC) certifies NERC as the ERO; Memorandums of 

Understanding (MOUs) with some Canadian Provinces                          
2007: North American Electric Reliability Council becomes the North American Electric Reliability 

Corporation (still NERC); FERC issues Order 693 approving 83 of 107 proposed reliability standards; 
reliability standards become mandatory and enforceable

Reliability History: Key Dates



RELIABILITY | RESILIENCE | SECURITY4

• Interconnected grid with Canada and Mexico; each country 
with authority within their own jurisdiction

• Roughly 1500 owners, operators, and users of the BPS
• Focus on reliable operation of the BPS

• Standards cannot require construction of new transmission 
or generation capacity 

• Independent Board of Trustees 
• All entities with a material interest in the reliability of the 

BPS can be NERC members 
• Member Representative Committee reports to the Board 

• Six Regional Entities at the front line, performing delegated 
functions

Unique Form of Regulation
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NERC Program Areas

• Standards
• Compliance & Enforcement
• Reliability Risk Management
• Reliability Assessment and 

System Analysis
• System Operator Certification 

and Continuing Education
• Electricity Information Sharing 

and Analysis Center (E-ISAC)
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Functional Model 
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Functional Model - Interactions
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Stakeholder Process

• Through NERC’s technical committees, experts from all 
segments of the electricity industry contribute their 
knowledge to promote the reliability of the North 
American BPS
 Compliance and Certification Committee (CCC)
 Personnel Certification Governance Committee (PCGC)
 Reliability and Security Technical Committee (RSTC)
 Reliability Issues Steering Committee (RISC)
 Standards Committee (SC)
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ERO Enterprise

• NERC provides delegated authority 
to Regional Entities (REs)

• Delegated functions:
 Compliance Monitoring and Enforcement 
 Reliability Standards Development 
 Organization Registration 
 Reliability Assessments and Performance 

Analysis
 Training and Education
 Situation Awareness
 Infrastructure Security

• Regional consistency is key for 
transparency and predictability
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Registry
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Identification of Risks and Mitigation
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Areas of Focus and Near-Term Priorities

• Improve Bulk Electric System (BES) resilience for wide-spread long-term extreme temperature events
• Deepen planning and operating focus beyond capacity adequacy, towards energy sufficiency
• Enhance and develop new Standards: cyber (bright-line criteria), weatherization, energy sufficiency and 

inverter performance
• Expand the impact of the E-ISAC through enhanced information sharing, communications, and monitoring of 

critical security threats



RELIABILITY | RESILIENCE | SECURITY13

• The following drivers have led to rapid changes in energy resources:
 Governmental policies
 Changes in resource economics
 Consumer demand for clean energy

• In addition to the shift in resources, an increase in extreme weather presents new 
challenges

Energy Transition Underway
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Four Pillars of the Energy Transition
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The Challenge: Sufficient Energy Availability
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Energy Availability in 3 Timeframes

Mid-to-Long Term
(1-5 years)

• Ensure that resources are 
planned that can provide 
options to obtain sufficient and 
flexible energy resources

• Review tools, rules-of-thumb 
and processes to support the 
need for these energy 
resources

Operational Planning
(1 day – 1 year)

• Ensure sufficient resources are 
available and able to provide 
energy to meet demand and off-
set ramping requirements

• Electrical energy production 
needs to reflect status of energy 
availability given the 
uncertainties

Real-Time
(0-1 day)

• Ensure sufficient amounts of 
capacity, energy, and ramp 
flexibility are available from 
available resources
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What MUST Be Done?

Define Energy 
Availability 

Studies

Require Energy 
Availability 

Studies

Take action for 
all time 
horizons

Energy 
Availability
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Partners to Get Us There
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New NERC Industry Group
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• What do we do with high impact, low likelihood energy assessments?
• Energy assessments need to be performed throughout the year, not just for peak 

cases
• Geographical nuances to reliability issues related to energy availability
• Dependency on other critical infrastructure is a key aspect of this risk, and there is a 

likely need to model fuel infrastructure
• Need to create metrics and criteria for energy assessments
• Assumptions used in studies must be a focus, and various scenarios considered 

including extreme events
• Assessments need to be considered in the operational timeframe as well, not just 

long-term planning

Industry Input Received
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• Power grid transition is resulting in a higher level of energy uncertainty, 
regardless of fuel type
 The current tools, rules of thumb, and approaches used to determine the system’s 

ability to meet demand were not designed for today’s grid
• The focus needs not be on fuel type, but rather on energy availability

Actions Taken
• Industry workshop held to discuss feedback and survey results
• Reviewed current NERC Standards against this risk
 Determined need for new Standards related to both real-time operations and planning

The Challenge: Sufficient Energy Availability
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Integrating Cyber and Physical Security for a More Reliable, 
Resilient, and Secure Energy Sector 

Security
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• Supply chain threats continue to pose significant risk to the BPS 
• Efforts underway to improve security posture of overall supply chain 

ecosystem 
 Suppliers, vendors, consultants, and other related parties that interact with and 

provide services or products to registered entities 

• Risk of access to systems, equipment, environments, information, and 
data by malicious threat actors
 Nation-states with high levels of sophistication and resources continue to be a key 

challenge 

Securing the Supply Chain 
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• Organizational IT/OT convergence
• IT tools, architectures, capabilities in the OT environment 
 Replacing or integrating with existing systems

• External connectivity – vendor, consultant, manufacturer access
 Challenges securing operations and appropriate visibility of critical systems 

• “Air gap” not viable to protect OT systems from threats 
• Additional security measures needed to secure OT operation
• Appropriate monitoring and visibility across the IT/OT barrier

IT/OT Convergence

[Source: Omicron]
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• New technologies, systems, and equipment 
• Significant benefits to operational costs yet pose security vulnerabilities that can and will need 

to be secured for OT-based systems in particular

• IP-based improvements to existing communications protocols 
 DNP3 over TCP/IP 
 Secure ICCP
 Could pose risk if security controls not established 

• Advanced features and functions
• Cloud computing
• Virtualization

Growing Attack Surface

[Source: Dragos]
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• Wide range of emerging technologies
 Virtualization
 Cloud computing
 Zero trust network access
 Artificial intelligence
 Grid edge technology

• Many span multiple organizations and segments of energy sector
• Many require coordinated effort to address and fully understand
• Some we will have ability to “manage” the emergence; others will be driven 

by external factors

Securely Enabling Emerging Technologies

 5G communications
 Blockchain
 Mobile resources
 DERs and aggregators
 Inverters [Source: QAD]
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• Generally smaller, more dispersed resources
 Across BPS and on distribution system
 Wind, solar PV, battery energy storage, hybrid plants, HVDC circuits, etc.

• Highly capable, flexible, controllable resources
• Remote accessibility from equipment manufacturers, EPCs, etc.
• Need coordinated effort within industry to secure these resources from cyber 

perspective
 Particularly equipment standards (IEEE, IEC, etc.)

Security Controls for Inverter-Based and 
Internet-Connected Resources

[Source: SMA] [Source: GE] [Source: MISO]
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• Need workforce expertise in:
 OT network security, not just IT expertise
 Utility experience and understanding of engineering practices
 Blended cybersecurity and engineering background
 Protocols, network architectures, tools, engineering needs

• Issue covers generation, transmission, and distribution levels as well as 
independent system operators, regulatory bodies, and government agencies 

• Need range of experience levels; build a strong bench
• Academia beginning offerings; needs to be accelerated

Lack of Qualified Operational Technology 
(OT) Security Personnel

Georgia Tech ECE program offers MS 
Cybersecurity degree with focus on 
cyber-physical and energy systems!
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• Modern life relies on safe, reliable, and secure 
electric energy 
 Critical energy infrastructures –

telecommunications, banking, public safety, 
water, and many others 

• Electric-natural gas interdependence
• Precious metals and minerals mined around the 

world (including from regions involving foreign 
adversaries). 
 Wind, solar photovoltaic, and battery 

technologies
• Need coordinated risk mitigation across wide 

range of stakeholders and policymakers
 Cyber security and energy security

Infrastructure Interdependencies

[Source: CISA]
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• Widespread cyber-physical threat one of highest priority risk mitigations for 
NERC and E-ISAC
 Core component of E-ISAC’s role to help information share, coordinate with key agencies and 

organizations, and ensure a strong security posture 

• Key BPS elements compromised (denial of control, damage, etc.) for a 
prolonged period of time could greatly hinder ability of system to operate in 
reliable manner; hinder restoration
 Ex: Blackstart resources in conjunction with key BPS elements

• Difficult to study a priori; hard to differentiate “credible” for malicious attack 
scenarios

Large-Scale Cyber-Physical Compromise
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• Can we plan a grid more resilient to cyber and physical attacks?
• Can we design a grid with security as a critical consideration up front 

rather than at the end? 
• Can we operate the grid in a way that can easily identify, detect, and 

respond to security incidents?
• Can we restore the grid effectively following any compromise?
• No more “bolt on” security measured – integrate them up front

Security Integration
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Standards Process Improvement Opportunities
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• First Standards approved in 2007
• SPM has been continually modified to achieve efficiencies
• Bulk Power System is rapidly evolving, process needs to adapt
• Lessons learned through completing over 100 projects
• Significant changes
 2010 – Section 321
 2013 – Improvements from Standards Process Improvement Group
 2019 – Field tests, technical documents

Case for change



RELIABILITY | RESILIENCE | SECURITY35

• Governed by NERC’s Rules of Procedure (RoP)
 Appendix 3A – Standard Processes Manual (SPM)
 Roles of Standards Committee (SC), drafting teams, and ballot body
 Provisions for reasonable notice and opportunity for public comment

• American National Standards Institute (ANSI) accredited
• Standards and SPM approved by ballot body
• Board and FERC must approve any revisions to RoP
• ANSI reviews revisions to SPM under its accreditation activities

Action is needed 
• Processes must be agile to address the reliability challenges of the transforming grid
 Successes when deadlines involved
 Lengthy otherwise

Existing Process
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• Stakeholder input and transparency
 Essential to ERO model
 Stakeholder ballot of process is critical
 Industry technical expertise is necessary

• Open and inclusive process for Standards development
 Required by section 215 of Federal Power Act
 Stakeholders propose alternative approaches and raise concerns, resulting in better Standards 
 Few Standards are challenged after submission for regulatory approval

Essentials that must be maintained
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• Convene stakeholder group to consider and provide feedback 
• Post recommendations as modified for industry comment
• Present to Board by December 2022

Next Steps



RELIABILITY | RESILIENCE | SECURITY38


	Slide Number 1
	NERC’s Mission
	Reliability History: Key Dates
	Unique Form of Regulation
	NERC Program Areas
	 Functional Model 
	Functional Model - Interactions
	Stakeholder Process
	ERO Enterprise
	Registry
	Identification of Risks and Mitigation
	Areas of Focus and Near-Term Priorities
	Energy Transition Underway
	Four Pillars of the Energy Transition
	The Challenge: Sufficient Energy Availability
	Energy Availability in 3 Timeframes
	What MUST Be Done?
	Slide Number 18
	Partners to Get Us There
	New NERC Industry Group
	Industry Input Received
	The Challenge: Sufficient Energy Availability
	Integrating Cyber and Physical Security for a More Reliable, Resilient, and Secure Energy Sector 
	Securing the Supply Chain 
	IT/OT Convergence
	Growing Attack Surface
	Securely Enabling Emerging Technologies
	Security Controls for Inverter-Based and Internet-Connected Resources
	Lack of Qualified Operational Technology (OT) Security Personnel
	Infrastructure Interdependencies
	 Large-Scale Cyber-Physical Compromise
	Security Integration
	Standards Process Improvement Opportunities
	Case for change
	Existing Process
	Essentials that must be maintained
	Next Steps
	Slide Number 38

